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Lanner Platform Security SDK – Value Proposition

�Protect “Data-at-rest”

�Enable “software protection & code measurement”

�Enhance communication authorization and authentication against hardware identity

TPM/EEPROM/HDD

TSS 2.0 compliant API Platform Guard API

2018 Q3 launch

OS kernel

Software library

Application Features

TPM 2.0 Utilization Hardware Level Protection
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Lanner Platform Guard API - features

Platform Identity

Cryptography

PCR.

Memory Access

Authen. & Author.

•Symmetric Encrypt/Decrypt Private Key): supports AES, HMAC, SHA-1, SHA-256

•Asymmetric Encrypt/Decrypt (Public Key) : supports RSA1024, RSA2048, ECC256(BIN-256, 

NIST P-256), ECDH

•Random Number Generation : FIPS 140-2 compliant

•Key generation

•Size allocation

•Storage Hierarchy Design

•Object store, session store, entropy store

•EK enrollment via CMC/CMS

•Hash module (SHA-1, SHA-256)

•HMAC Signature

•Asymmetric sign & verification

•Direct Anonymous Attestation signing

•Reporting(Reading and attesting)

•Authorization

•Reallocation and change tracking

•Manufacturer ID: Manufacturing date, batch, resume

•Platform ID: BIOS Number, CPU Number, Firmware version

•Random Number: created  by RNG

•PI encryption: "Manufacturer ID + Platform ID " + Encryption key

TSS2.0 Compliant
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Lanner Platform Guard API - functions

BIOS EEPROM TPM2.0 SSD/HDDCPU

Bind CPU S/N /BIOS number /Manufacturing number/TPM S/N

Generate Platform ID

(Assemble H/W ID with FIPS 140-2 compliant RNG)

Generate Platform ID

(Assemble H/W ID with FIPS 140-2 compliant RNG)

Write Platform ID to 

EEPROM/TPM/Sensor

Bind Platform ID 

with OS image

Enable SHA-1/SHA-256 for BIOS -OS hashing from TPM

Storage HDD password to 

EEPROM/TPM/Sensor

I/O

Manage I/O access for authorized process


